FTP Scripting Manual



Table of Contents

Fg11 oo (¥ oi (oo H PP PPPPPTRRTPPPPTN iv
L. BBSIC SYNEAX eettieiiiite ettt ettt ettt ettt e et e e e e e e e 1
COMMENLING YOUF SCIIPL ... eeeetti ettt e ettt ettt e ettt e e et et e e et et e e et et e e e e et e e e e et e e e ennanes 2
SCrIPL COMMEINAS ...ttt ettt ettt e et et e e et et et ettt e et ettt et ettt e e e eebeteeeetb e eeeebeaeeees 2
Predefined Status flags and CONSIANES ..........uuiiiiiiei e 3
Strings, numbers, variables and liStS ........ooeuuiiii e 3
CoNItiONAl EXECULION ...ttt e et e e e e e e et eeeene s 4
[0 o = PP PPT 5
List ManipUIELion 1OOPS ......ceeueieeiiii ettt ettt 6
EITOr CRECKING ...ttt ettt e et e e et e e e e e e aa s 7
AddiNG EXECULTION TEIBYS ....ceeetiieeeii ettt e et e e e e et e e e era s 8
FOrced eXit FrOM TOOPS ... ceeet ettt ettt e et e ettt e e e et e e e ena e eees 8
S o] oM (= 41T 07 (Lo o PP PP PP 9
2. Working with string and NUMEric Variables .............uiiiiiiiiii e 10
Setting and updating VariableS ...........iiiiii e 11
PriNtiNG VaINaDIES ... .ot et 11
Incrementing and decrementing NUMENiC Variables ...........coouuiiiiiiiiii e 12
Converting Strings tO UPPErCaSE OF [OWEICESE ... .cevvuneeiiii ettt e et et e et e e e e eees 12
MOCIfYING StHNG CONMEENTS .....eeitieieiti ettt ettt ettt e ettt e et et e e et e e e et e eenanns 13
COMPAITNG SIINGS ettt ettt ettt ettt ettt e et et et e et e e e e ebe e et e et e et e ebaaeeesan e eeennas 15
3. File transfer COMMEANGS ........couuuiiiii e et e e et e e et e e e et e e e ena e eeees 18
COoNNECEING 1O FEIMOLE NOSES .....ceetee et e et et e e e e e et e eenes 19
Local and remMOLE PELNS ........uieiiii ettt e e e aee 21
ObtaiNiNG fOIAEN TISHINGS ... ceeeeie ettt e e 22
Transferring files and fOIAEIS ... e 23
Dealing With dupliCate filES .........uuiiiii e et 24
PasSIVE MOOE TrANSFEIS ......ue ittt e e e eeaas 25
ASCII and DINary tranSfer TYPES ... .ceeeei et 26
Non RFCO59 cOMPIIaNt FTP SEIVEI'S ......uiiiiiieieii ettt et et e e e e e eeees 26
4. File SYSIEM COMMENGS .....ceuuneiiiii ettt ettt ettt e et et e et et e et et e e e e et e e e e saa s 28
Renaming fileS @and fOIAEIS ... ....uui i 29
Deleting files and fOIAEIS .......uu i et 29
LO07= 1] 0o I 0] o (< £ PP U PP POP PP 30
Executing custom remote FTP COMMANTS ..........oiiiiiiiiiiiiiie ettt e e e e en e 30
EXECULING 1OCEI PIrOGIEIMS ... .. ceeeie ettt ettt et et e e e e e eneas 31
Compressing and uncompressing local files and folders ............ovovveiiieiiiiiiicii e 31
Copying and moving local files and fOldErS .........coouuiiiiiiii e 33
5. Reading and Writing [0Cal FIlES ........uu i 34
Opening and closing 10CEl TIlES ..........iiiii e 35
REBAING TINES ...ttt ettt e et e e e 36
WIEING TINES <.t e ettt et e ettt e e et et e e e et e e e eaba e eeenes 36
6. EMAl NOLITICAIION ....eeeieeeeie ettt e et e et e e e e et eeeeaa s 38
Creating eMail MESSAgES .......ciiiti ettt et et ettt e ettt e et e e et e eeee 39




FTP Scripting Manual

Multi line messages and attaChMENES .........iiiniiii e e e e e 39
= 01011 1o =0 1 1 40
28 = o = o 11 T [N 42
Setting Program EXIt COUES .......iiuuiiiii e e e e e e e e e e e et e e et e e et e e eat e eennaeeenaaes 43
WIHEING OUL BITON TIlES .oue i e e e e e e e e aens 43
0T o 1] = o) PP 43
8. WOrking With timMESAMPS .. ..uu i e e e e e e e e e e e e e et e e et e e eanaaees 45
(€T a0 R 1= =] 1 46
L0 LS Tl R (0TS =] 1 46
9. AcCesSING SYSEEM INFOMMBIION .....u.iiiieii e e e e e e e e e e e et e e et e e et e e et e e st e e st e e et eeanaees 48
Reading environmental VariableS ...........cooiiiiiiiiii e 49
Getting the 10Cal COMPULET NAIME ... ....iiii e e e e e e et e et e e et e e et e e e e eeanaees 49
10. Command [iNE SCIPE PArAMELENS .....cvencii i eeee e e e e e e e e e e e e e e e et e e et e e et eeaaeeaens 51
Running a script from the command liNe ..........cooiiiiiiiii e 52
SPECITYING 10g FIlES ovn i e e 52
Passing Environmental Variables ............ooouuiiiiiiiiii e 52
g0 1= PP 54




Introduction

FTP scriptsenabl e the automation of filetransfersand many other file processing activities. The scripting language
issimple yet expressive and provides for error checking, conditional execution, looping, list handling, wildcard
matching, and variable manipulation. Secure file transfers using both FTPS (SSL/TLS) and SFTP (SSH2) are
supported in addition to regular FTP. Execution status can be communicated through exit codes, log files, error
files, or even by sending a status email from within the script. Scripts may be executed from the command line,
scheduled as one-time/recurring tasks, or called from other scripts.

This document contains the scripting language guide, a cookbook of frequently scripted operations, and sample
FTP scripts. You may also contact our support team by filing a support ticket online at www.sysax.com for
questions and help on writing FTP scripts.




Basic syntax

COMMENLING YOUF ST -ttt ettt ettt et e e e et et e et ae e e et e e et e e e ta e e e et e e et e eeta e e een e een e aeeaneaennaaeens
o T o o0 0 11 00 ST
Predefined Status flags and CONSIANES ..........uiiiiiiieee et
Strings, nUMbers, Variables @and 1SS .. ..o
CONAItIONAl BXECULION ...ttt ettt e et e e et e e et et e e e e et aeeeeba s
[ l0] o< S PP PTUPRPPRPTRN
List ManipUIELioN TOOPS ... c.uueen ettt ettt et e et e et e e et e e e et e e e e e aeaas
g o et 0= ot (] oo PP
AddiNg EXECULION TEIBY'S ... ettt e et e et e et e e et e e e e e et e e et e eeneeennns
Forced eXit FrOM OOPS .. ... i et e e et e et e e e e e e e e e ean s
o g1 o 0 = 1 .011 = ) o PR




Basic syntax

Commenting your script

Comments may be inserted into FTP scripts by preceding it with the "#" character. All text after "#" isignored
till the end of the current line.

Exhibit 1.1. Example of script comments

#this is a comrent

endscri pt; #this is coment

Script commands

All predefined script commands must be terminated with a semicolon. Parenthesis and commas between
parameters are optional. Parenthesis are also optional for commands with no arguments.

Exhibit 1.2. Example of script commands

ft pconnect "127.0.0.1", 21, "anonynmous", "anon@non.conl; #conmand w t hout
par ent hesi s

ft pconnect "127.0.0.1" 21 "anonynous" "anon@non.conl'; #conmand wi t hout
par ent hesi s and conmas

ft pconnect ("127.0.0.1", 21, "anonynous", "anon@non.coni'); #command with
par ent hesi s and conmas

ft pdi sconnect (); #command with no arguments with parenthesis

ft pdi sconnect; #comand with no arguments wi thout parenthesis




Basic syntax

Predefined Status flags and constants
Theft presul t predefined status flag contains the result of commands that begin with the phrase ftp. It is set
to the predefined constant success if the command completed successfully.

Themai | resul t predefined status flag contains the result of commands that begin with mail. It is set to the
predefined constant success if the command completed successfully.

Other predefined constantsaret r ue and f al se that denote the corresponding conditions.

Strings, numbers, variables and lists
A string is any group of characters enclosed in quotes. Strings may also contain wildcards such as* and ?. A
number is any value between 0 and 2°32.

A variable is represented by a ~ character followed by aphanumeric or underscore characters. A variable may
contain either string or numerical values and will be treated as a string or number depending on the context in
which itisused. A variableis automatically created and initialized to an empty string at the point of first use.

Exhibit 1.3. Example of strings, numbers, and variables

"this is a string" #string
45 #nunber

~ny_vari abl e #vari abl e

A list is represented by a @character followed by aphanumeric or underscore characters. Lists represent the
contents of afolder and can contain zero or more items. Each item represents a specific file or folder. Lists can
be set using the ftpgetlist command and each item in alist can be accessed using the for each loop. Each list item
is represented by a $ character followed by aphanumeric or underscore characters and contains the following
properties:

. nane file or folder nane string

.1 sfol der flag set to false for file and true for folder

.Size size of the file in bytes

. modt i me nodi fication tine string in YYYYMVDDhhmss format (Y=year,

Menont h, D=day, h=hour, mem nute, s=second)




Basic syntax

Exhibit 1.4. Example of lists

@y _list #list

$list _item#list item

$list itemsize #size property of list item

Conditional execution

A conditional statement consists of the keyword if followed by the test condition and a statement block. The
statement block is mandatory. An else keyword may also be used to specify an alternate condition.

String comparison operators are:

eq (equality)

ne (i nequality)

It (1 ess than)

l e (less than or equal to)

ot (greater than)

ge (greater than or equal to)

Numeric comparison operators are:

== (equality)

I = (i nequality)

< (1 ess than)

<= (less than or equal to)

> (greater than)

>= (greater than or equal to)

Arguments are automatically treated as strings or numbers based on the comparison operator that is used. Strings
may also contain wildcards such as*.




Basic syntax

Exhibit 1.5. Syntax of conditional execution statement

if <test condition> begin

end

if <test condition> begin
end el se begin

end

Exhibit 1.6. Example of conditional execution statement

if ~numvar < 5 begin

end

if ~strvar eq "*.txt" begin
end el se begin

end

Loops

A loop statement consists of the keyword loop, followed by an integer number or a variable, followed by a
statement block. A statement block beginswith the begin keyword and ends with the end keyword. The statement
block is mandatory.




Basic syntax

Exhibit 1.7. Syntax of loop statement

| oop <integer nunber> begin

end

Exhibit 1.8. Example of loop statement

| oop 25 begin

end

| oop ~nmy_vari abl e begi n

end

List manipulation loops

A list based loop statement consists of the keyword for each followed by alist item name, the keyword in, the list
name, and a statement block. The statement block is mandatory.

Exhibit 1.9. Syntax of list manipulation loop statement

foreach <list itemnane> in <list name> begin

end

Thelist isfilled using the ftpgetlist command and the foreach loop is used to access each file or folder item on
thelist.




Basic syntax

Exhibit 1.10. Example of list manipulation loop statement

foreach $list_itemin @ry_list begin

print "itemnane is ", $list itemnane, " and size is "
$list _itemsize

end

Error checking

Theftpresult,mailresult,andfil eresult predefined status flags can be used to determine the result
of the last executed command. The flagswill be set to success if the command completed successfully. Errors
may be reported by setting a program exit code, printing an error message, writing out an error file, or even sending
out an email message.

Exhibit 1.11. Examples of error checking

ft pconnect "127.0.0.1", 21, "anon", "anon@non.cont;
if ftpresult eq success begin

end el se begin

end

mai | create "My nanme", "ne@ydonain.cont, "Test mail", "This is a test
mail";

if mailresult eq success begin

end el se begin

end

fileopen read, "nyfile.txt";

if fileresult eq success begin
end el se begin

end




Basic syntax

Adding execution delays

Script execution can be temporarily paused using the waitsecs command. The timeto wait is specified in seconds.

Exhibit 1.12. Syntax of execution delay command

wai t secs <nunber of seconds>;

Exhibit 1.13. Example of execution delay command

wai t secs 30; #pause script execution for 30 seconds

Forced exit from loops

The exitloop command can be used to immediately exit from aloop. If thiscommand is called from nested loops,
the innermost loop is exited.

Exhibit 1.14. Syntax of loop exit command

exi tl oop;

Exhibit 1.15. Example of loop exit command

| oop 100 begin
ft pconnect "ftp.ftpsite.cont, 21, "ftp", "ftp@ite.conl;
i f success eq ftpresult begin
exitloop; #exit loop inmediately if connected

end

end




Basic syntax

Script termination

A script will stop execution after the last command in the file is executed. The script can be terminated at any
other execution point by calling the endscript command.

Exhibit 1.16. Example of script termination command

if ftpresult ne success begin
endscri pt;

end
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Working with string and numeric variables

Setting and updating variables

A variableisautomatically created and set to an empty string when first used. The setvar command or the strprint
command can be used to set or update the values stored in avariable. A variable holds both numbers and strings

and can be treated as a number or string based on the context.

Exhibit 2.1. Syntax of commands for setting variables

setvar <variable> <string or number>;

vari abl es>;

strprint <variable> <sequence of comma separated strings, nunbers, and

Exhibit 2.2. Example of commands for setting variables

setvar ~my_nunber, 5;
setvar ~nmy_string, "this is a string";

strprint ~ny_value, "the value is ", 5, " bytes";

Printing variables

The print command is used to print variables, strings, and numbers to the log file.

Exhibit 2.3. Syntax of commandsfor printing variables

print <variabl e> <sequence of comma separated strings, nunbers,
vari abl es>;

and
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Working with string and numeric variables

Exhibit 2.4. Example of commandsfor printing variables

print ~ny_value, "the folder contains ", 17, " files with a conbi ned size
of ", ~nmy_size, " Megabytes";

Incrementing and decrementing numeric variables

The increment command and decr ement commands can be used to increment or decrement a numeric variable
by 1.
The syntax is

Exhibit 2.5. tabletitle

i ncrenent <vari abl e>;

decrenent <vari abl e>;

Some examples are

Exhibit 2.6. tabletitle

setvar ~ny_num 4;
i ncrement ~ny_num #value of ~my_numis now 5

decrement ~ny_num #val ue of ~ny_numis now 4

Converting strings to uppercase or lowercase

The strupper and strlower commands are used to string variables into upper or lower case.

The syntax is

12




Working with string and numeric variables

Exhibit 2.7. tabletitle

strupper <vari abl e>;

strlower <variabl e>;

Some examples are

Exhibit 2.8. tabletitle

setvar ~ny_var, "NaMe. Txt";
strupper ~my_var; #convert to uppercase

strlower ~ny_var; # convert to |owercase

Modifying string contents

The strslice command can be used to extract part of astring. The left and right keywords are used to specify the
start direction for the extracted string slice. The offset specifies the number of characters to skip from the start
direction. The character count specifies the number of characters to extract. A value of 0 for the character count
extracts the entire remaining portion of the string. The extracted string replaces the original string contained in

the variable.

The syntax is

Exhibit 2.9. tabletitle

direction> <character count>;

strslice <variable> <keyword: left, right> <offset fromstart

Some examples are

13



Working with string and numeric variables

Exhibit 2.10. table title

setvar ~my_var, "ny_string_val ue";

strslice ~ny_var, left, 4, 0; #start fromleft, skip 4 chars and extract
rest of the string. ~my_var contains "tring val ue"

strslice ~ny_var, left, 0, 4; #start fromleft, extract 4 chars. ~ny_var
contains "my_s"

strslice ~my_var, right, 4, 0; #start fromright, skip 4 chars and extract
rest of the string. ~my_var contains "my_string_v"

strslice ~ny_var, right, 0, 5; #start fromright, extract 5 chars. ~ny_var
cont ai ns "val ue"

The regexr eplace command replaces parts of a string with another string based on aregular expression pattern.
Thisis similar to the substitution operation in Perl. The regex pattern specifies the regular expression pattern to
search for in the original string. The replacement text specifies the string to substitute when amatch isfound. The
match options specify other conditions that affect a match. The available match options are;

[ performa case insensitive match
g match all occurances of a pattern

Note that for the regular expression pattern string, a\ character must be preceeded by another \ .

The syntax is

Exhibit 2.11. table title

regexrepl ace <variabl e>, <regex pattern string>, <replacenent text
string> <match options>;

Some examples are

14



Working with string and numeric variables

Exhibit 2.12. table title

setvar ~my_var, "xyz file_ 050502out.txt";

regexrepl ace ~my_var, "[0-9]+", "", "ig"; #renove all nunbers in string.
~my_var contains "xyz_file_out.txt"

regexrepl ace ~my_var, "[0-9]+", "00000", "ig"; #replace nunbers in string
wi th 00000. ~ny_var contains "xyz file 00000out.txt"

Thereplacement text can al so contain backreferences. Backreferences are specified using $1 for the subexpression
matched in the first parenthesis, $2 for the subexpression matched in the second parenthesis and so on.

Some examples are

Exhibit 2.13. table title

setvar ~my_var, "dat _file.txt";

regexrepl ace ~ny_var, "([_a-zA-Z0-9]+)\\.[_a-zA-Z0-9]+", "$1.lo0g", "ig";
#renane extension fromtxt to log. ~ny_var contains "dat file.log";

regexrepl ace ~ny_var, "([_0-9a-zA-Z]+)[.][_0-9a-zA-Z]+", "$1 050402.txt",
"ig"; #append a tinmestanp. ~my_var contains "dat_file 050402.t xt

Comparing strings

Strings can be directly compared using the string comparison operators. Additionally, strings can also be matched
using wildcards such as*, and ?. Thisis known as wildcard matching or pattern matching. * matches 0 or more
characters while ? matches exactly one character.

Some examples are
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Working with string and numeric variables

Exhibit 2.14. table title

if "index.txt" eq ~nmy_var begin

end

if "*. txt" eq ~ny_var begin

end

The ftpwildcar dmatch command can be used to perform wildcard matching. Additionally, this command allows
case insensitive pattern matching when i is passed as a match option. If the strings match, the predefined flag
ft presult issettothe predefined constant success.

The syntax is

Exhibit 2.15. table title

ftpwi |l dcardmatch <string to match>, <wildcard pattern string> <nmatch
options>;

Some examples are

Exhibit 2.16. tabletitle

ftpw | dcardmatch ~my_var, "*.txt", "i"; #case insensitive wldcard match
i f success eq ftpresult begin

end

The ftpregexmatch command can be used to perform matching using regular expressions similar to that used in
Perl. This command allows case insensitive regular expression matching when i is passed as a match option. If
the strings match, the predefined flag f t pr esul t isset to the predefined constant success. Note that for the
regular expression pattern string, a\ character must be preceeded by another \ .

The syntax is

16



Working with string and numeric variables

Exhibit 2.17. table title

ftpregexmatch <string to match>, <regex pattern string> <match options>;

Some examples are

Exhibit 2.18. tabletitle

ftpregexmatch ~my_var, "[a-zA-Z0-9]+\\.log", ""; #case sensitive regex
mat ch
i f success eq ftpresult begin

end

17



File transfer commands
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File transfer commands

Connecting to remote hosts

Connectionsto aremote FTP server are established using the ftpconnect command. The | P address of the remote
server must be specified as the address string. The port number indicates the port where FTP connections are
accepted by the remote server. The default port number for regular FTP connections is 21. The username and
password strings are required to log into a specific user account. If the FTP server allows anonymous access,
the username should be ftp and the password should be the user's email address. Some legacy FTP servers may
also require an optional account string. Thef t pr esul t predefined status flag is set to the predefined constant
success if the command completed successfully.

The syntax is

Exhibit 3.1. tabletitle

ft pconnect <address string> <port nunber>, <usernanme>, <password> [,
optional: <account>];

Secure connections using the SSL protocol (also known as FTPS) are established using the ftpconnectss
command. The ftpconnectssic command can be used if only the control connection needs to be encrypted using
SSL.

The syntax is

Exhibit 3.2. tabletitle

ft pconnect ssl <address string> <port nunber>, <usernanme> <password> [,
optional: <account>];

ft pconnect ssl ¢ <address string> <port nunber>, <usernane>, <password> [,
optional: <account>];

Client side SSL certificates may be used for authentication of aclient to the remote server. The certload command
enables aclient side certificate to be loaded. The certificate must be loaded before establishing a connection using
ftpconnectssl and must be in the pem format.

The syntax is
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File transfer commands

Exhibit 3.3. tabletitle

certload <certificate file> <private key file> [, optional
<passphrase>];

Secure connections using the SSH protocol (also known as SFTP) are established using the ftpconnectssh
command. The default port number for ssh connectionsis 22.

The syntax is

Exhibit 3.4. tabletitle

ft pconnect ssh <address string> <port nunber>, <username>, <password> [,

optional : <account>];

Public key authentication for SSH connections allows clients to use a private key for authentication instead of a
password. The pkeyload command enables a private key to be loaded to perform SSH public key authentication.
The key must be loaded before establishing a connection using ftpconnectssh and must be in the pem format.

The syntax is

Exhibit 3.5. tabletitle

<passphrase>];

pkeyl oad <private key file> [, optional:

If itisnecessary to connect using ahttp proxy server, the proxyhttp command should be called before establishing
a connection.

The syntax is

Exhibit 3.6. tabletitle

proxyhttp <proxy address>, <proxy port> [, optional: <proxy usernane>,

<pr oxy password>];

Theftpdisconnect command is used to close aconnection that was established using any of the above commands.

20



File transfer commands

The syntax is

Exhibit 3.7. tabletitle

ft pdi sconnect;

Some examples are

Exhibit 3.8. tabletitle

ft pconnect "ftp.nysite.cont, 21, "usernane", "password"; #connect to a
non-secure ftp server
i f success eq ftpresult begin

end

certload "c:\\certs\\nycert.peni, "c:\\keys\\nyprivkey. pent, "keypass";
ft pconnectssl "ftp.securesite.coni, 21, "user", "pass"; # connect to an
SSL (FTPS) based secure server using client side certificate

pkeyl oad "c:\\keys\\privkey. pem', "keypass";
ft pconnect ssh "ftp.securesite.coni, 22, "", ""; #connect to an SSH ( SFTP)
based secure server using public key auth

ft pdi sconnect; #di sconnect fromthe renpte ftp server

Local and remote paths

Theftpsetpath command is used to set the current working path for the local and remote systems. The predefined
keywords local or remote are used to specify either the local or remote system. The path string contains the new
pathtobeset. Thef t pr esul t predefined statusflag is set to the predefined constant success if the command
completed successfully.

The syntax is

21



File transfer commands

Exhibit 3.9. tabletitle

ft psetpath <keywords: local, renote> <path string>;

Some examples are

Exhibit 3.10. tabletitle

ftpsetpath local, "c:\\ftptenp"; #set the current |ocal working path

ftpsetpath renote, "/hone/ftpin"; "set the current renote working path

Obtaining folder listings

The contents of afolder can be listed and stored into a user specified list name. Each item in the list can then be
individually accessed. The ftpgetlist command can be used to obtain a listing of the current working path. The
predefined keywords local or remote are used to specify either the local or remote system. A user specified list
name is used to store the listing result. Thef t pr esul t predefined status flag is set to the predefined constant
success if the command completed successfully.

The syntax is

Exhibit 3.11. table title

ftpgetlist <keywords: local, renmote>, <list nanme>;

Some examples are

Exhibit 3.12. table title

ftpgetlist local, @ocal list; #get the listing of the current | ocal
wor ki ng path

ftpgetlist renote, @enote |ist; #get the listing of the current renote
wor ki ng path
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File transfer commands

Transferring files and folders

The ftpdownload command can be used to download either an individual file or an entire folder tree. The files
and folders are downloaded to the current local working path that was set using the ftpsetpath command. The
predefined keywords file and folder are used to specify either afile or afolder. An optional local name string can
be provided to save the downloaded item to a new name. Thef t pr esul t predefined status flag is set to the
predefined constant success if the command completed successfully.

The syntax is

Exhibit 3.13. tabletitle

ft pdownl oad <keywords: file, folder>, <renote name string> [, optional:
<l ocal nanme string>];

Some examples are

Exhibit 3.14. tabletitle

ft pdownl oad file, "text.dat"; #download file

ftpdownl oad file, "text.dat", "text_0503.dat"; #download file and save as
t ext _0503. dat

ft pdownl oad fol der, "ww/'; #downl oad entire folder tree

Theftpupload command can be used to upload either anindividual fileor an entirefolder tree. Thefilesand folders
are uploaded to the current remote working path that was set using the ftpsetpath command. The predefined
keywords file and folder are used to specify either a file or a folder. An optional remote name string can be
provided to save the uploaded item to anew name. Thef t pr esul t predefined statusflag is set to the predefined
constant success if the command completed successfully.

The syntax is

Exhibit 3.15. tabletitle

ftpupl oad <keywords: file, folder> <local nane string> [, optional:
<renote nanme string>];
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Some examples are

Exhibit 3.16. table title

ftpupload file, "out_text.dat"; #upload file

ftpupload file, "out text.dat", "out text 0503.dat"; #upload file, saving
it as out text 0503. dat

ftpupl oad folder, "ww'; #upload entire folder tree

Dealing with duplicate files

During a download or an upload, if a file with the same name already exists in the destination path, the
setduper ules command can be used to specify a set of rules to compare the files by size or date and then choose
to skip, overwrite, resume, or rename the file. The predefined keywords bysize and bydate are used to compare
the files either by size or by date. The predefined keywords skip, overwrite, resume, and rename are used to
specify the type of action to perform. An action is specified for each of the possible three cases - smaller/older,
same size/date, and larger/newer. If the rename option is chosen for any of the three cases, an extension string to
be used to rename the file can be optionally provided. The default rename extension is .fbak.

The syntax is

Exhibit 3.17. table title

set duperul es <keywords: bysize, bydate>, <action if snaller/ol der>,
<action if same size/date> <action if larger/newer> [, optional: <renane

ext string>];

Some examples are
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Exhibit 3.18. tablettitle

set duperul es bysize, resune, skip, skip; #resune if smaller, skip if sanme
size or |arger

set duperul es bydate, overwrite, skip, skip; #owerwite if older, skip if
same date or newer

set duperul es bysi ze, renane, skip, renane, ".0503"; #skip if sanme size,
rename with ext ".0503" if size is different

Passive mode transfers

Files may be transferred using server initiated (PORT) or client initiated (PASV) data connections. The
enablepasv command enables PASV data connections while the disablepasv command enables PORT data
connections. These commands do not apply to SSH based SFTP file transfers.

The syntax is

Exhibit 3.19. table title

enabl epasv;

di sabl epasv;

Some examples are

Exhibit 3.20. table title

enabl epasv; #enabl e PASV data connecti ons

di sabl epasv; #enabl e PORT data connecti ons
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ASCII and binary transfer types

The settransfertype command is used to set the appropriate transfer type for thefile being transferred. The ASCII
transfer typeisused to transfer text whilethe binary transfer typeis used to transfer images. The auto transfer type
tries to detect the file type based on its extension and performs either ASCII or binary transfer. The predefined
keywords ascii, binary, and auto are used to select the desired transfer type.

The syntax is

Exhibit 3.21. tabletitle

settransfertype <keywords: ascii, binary, auto>;

Some examples are

Exhibit 3.22. tabletitle

settransfertype binary; #set transfer type to binary

settransfertype ascii; #set transfer type to ascii

Non RFC959 compliant FTP servers

Some legacy FTP servers produce folder content listings in non-standard formats. In these cases, the setnlst
command can be used to provide a name-only listing. When alisting is obtained in this manner, only the .name
property of each list item is available for use in a foreach loop. Name-only listings may be turned off using the
unsetnlst command.

The syntax is

Exhibit 3.23. table title

setnl st;

unset nl st ;
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Some examples are

Exhibit 3.24. tablettitle

setnl st; #enabl e nanme-only listing

unset nl st; #di sable nanme-only listing
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Renaming files and folders

Files and folders can be renamed using the ftprename command. The predefined keywords local and remote
are used to apply this command on either the local or remote computer. Both the original name string and the
new name string should be specified. The f t presul t predefined status flag is set to the predefined constant
success if the command completed successfully.

The syntax is

Exhibit 4.1. table title

ft prename <keywords: l|ocal, renote>, <original name string> <new nane
string>;

Some examples are

Exhibit 4.2. tabletitle

ftprenane local, "file 1.txt", "file_ 1 0305.txt"; #renane |ocal file

ftprenane renote, "file.log", "file 0305.109"; #renane renote file

Deleting files and folders

The ftpdelete command is used to delete files and folders. The predefined keywords local and remote are used
to apply this command on either the local or remote computer. The predefined keywords file and folder are used
to specify whether the item is afile or folder. Folders will be recursively deleted. Thef t presul t predefined
status flag is set to the predefined constant success if the command completed successfully.

The syntax is

Exhibit 4.3. tabletitle

ftpdel ete <keywords: |ocal, renote>, <keywords: file, folder> <nane
string>;
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Some examples are

Exhibit 4.4. tabletitle

ftpdelete local, file, "file 1.txt"; #delete local file

ftpdelete renote, folder, "tnp folder"; #delete renote folder and all
sub-fol ders recursively

Creating folders

Theftpmakefolder command is used to create a new folder. The predefined keywords local and remote are used
to apply this command on either the local or remote computer. Thef t pr esul t predefined status flag is set to
the predefined constant success if the command completed successfully.

The syntax is

Exhibit 4.5. tabletitle

ft pmakef ol der <keywords: |ocal, renote>, <name string>;

Some examples are

Exhibit 4.6. tabletitle

ft prakef ol der local, "tenpfiles"; #create |ocal folder

ft prakef ol der renote, "tnp _fol der"; #create renote fol der

Executing custom remote FTP commands

Theftpcustomemd command is used to execute aliteral RFC959 based FTP command string on the remote server
when connected to anon secure or SSL (FTPS) based secure FTP server. When connected to an SSH (SFTP) based
secure server, a shell command string can be executed if permitted by the server. Thef t presul t predefined
status flag is set to the predefined constant success if the command completed successfully.

The syntax is

30



File system commands

Exhibit 4.7. tabletitle

ft pcustoncnd <command string>;

Some examples are

Exhibit 4.8. tabletitle

ftpcustontnd "SI TE CHMOD 444 nyfile.txt"; #run a site specific FTP conmand
string

Executing local programs

The ftprunprogram command runs a program on the local computer. The path to the program executable and
the parameters to be passed to the program should be specified. Thef t pr esul t predefined status flag is set to
the predefined constant success if the command completed successfully.

The syntax is
Exhibit 4.9. tabletitle

ft prunprogram <program path string>, <paraneter string>;

Some examples are

Exhibit 4.10. table title

ft prunprogram "c:\\ Program Fi | es\\ not epad. exe", "C \\nyfile.txt"; #open a
file in notepad

Compressing and uncompressing local files and folders

Files and folders can be compressed using the ftpcompr ess command. The name string specifiesthefile or folder
to compress. If compression is successful, the output name variable contains the name of the compressed file and
thef t presul t predefined status flag is set to the predefined constant success.
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The syntax is

Exhibit 4.11. table title

ft pconpress <nane string> <output nane vari abl e>;

Some examples are

Exhibit 4.12. table title

ft pconpress "www folder", ~zip file_name; #conpress a folder and all its
contents

ft pconpress "index.txt"; #conpress a file

A compressed file can be uncompressed using the ftpuncompr ess command. The name string specifiesthefileto
be uncompressed. Thezip, gz, tar.gz, and tgz compressed fileformats are supported. Thef t pr esul t predefined
status flag is set to the predefined constant success if the command completed successfully.

The syntax is

Exhibit 4.13. table title

ft punconpress <nanme string>;

Some examples are

Exhibit 4.14. table title

ft punconpress "in22.tar.gz"; #unconpress a tar.gz file

ft punconpress "dw441. zi p"; #unconpress a zip file
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Copying and moving local files and folders

Files and folders can be copied using the ftpcopylocal command. The item identified by the source name is
copied to the specified destination path. Thef t pr esul t predefined status flag is set to the predefined constant
success if the command completed successfully.

The syntax is

Exhibit 4.15. tabletitle

ft pcopyl ocal <source nane>, <destination path>;

Some examples are

Exhibit 4.16. table title

ftpcopyl ocal "filelist.txt", "C\\backup"; #copy a file

ft pcopyl ocal "dw folder", "C: \\backup"; #copy a fol der

Files and folders can be moved using the ftpmovelocal command. The item identified by the source name is
moved to the specified destination path. Thef t pr esul t predefined statusflag is set to the predefined constant
success if the command completed successfully.

The syntax is

Exhibit 4.17. tabletitle

ft pnovel ocal <source nane>, <destination path>;

Some examples are

Exhibit 4.18. table title

ftprovel ocal "dirlist.txt", "C\\backup"; #nove a file

ft pnrovel ocal "ac_folder", "C \\backup"; #nove a fol der
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Reading and writing local files

Opening and closing local files

A file can be opened for reading or writing using the fileopen command. The predefined keywordsread, write,
and append are used to open the file for reading, writing, or appending. If the file is opened for writing, any
existing file with the same name is deleted and a new file will be created. The name string specifies the name
of thefileto open. Thefi | er esul t predefined status flag is set to the predefined constant success if the
command completed successfully.

The syntax is

Exhibit 5.1. tabletitle

fileopen <keywords: read, wite, append> <nane string>;

Some examples are

Exhibit 5.2. tabletitle

fileopen wite, "error.txt"; #create or open a new file for witing

fil eopen append, "output.txt"; #open a file to append data to the end of
the file

An opened file can be closed with the fileclose command. Since only onefile can be opened at atime, no arguments
arerequired.

The syntax is

Exhibit 5.3. tabletitle

filecl ose;

Some examples are
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Exhibit 5.4. tabletitle

filecl ose; #close the file

Reading lines

Thefiler eadline command can be used to read lines from afile that has been opened with the fileopen command
in read mode. A line of text is read from the file and placed in the user specified variable. Thefi | er esul t
predefined status flag is set to the predefined constant success if the command completed successfully.

The syntax is

Exhibit 5.5. tabletitle

filereadline <user specified variabl e>;

Some examples are

Exhibit 5.6. tabletitle

fileopen read, "eg 12.txt";
filereadline ~one_line; #read a line fromthe file

filereadline ~one_line; #read the next line in the file

Writing lines

Thefilewriteline command can be used to write linesfrom afile that has been opened with the fileopen command
in write or append mode. The line specified in the text line string is written to the file. The fi |l eresul t
predefined status flag is set to the predefined constant success if the command completed successfully.

The syntax is
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Exhibit 5.7. tabletitle

filewiteline <text line string>;

Some examples are

Exhibit 5.8. tabletitle

fil eopen append, "out log.txt";
filewiteline "File 1 was upl oaded"; #wite a line to the file

filewiteline "File 2 was upl oaded"; #wite the next line to the file
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Email notification

Creating email messages

The mailcreate command is used to create an email message that can be sent to recepients using the mailsend
command. The sender's name and email address should be specified in addition to the email's subject field and the
email message that needs to be sent. The mai | r esul t predefined status flag is set to the predefined constant
success if the command completed successfully.

The syntax is

Exhibit 6.1. tabletitle

mai | creat e <sender name>, <sender enamil address>, <email subject>, <emil
nessage>;

Some examples are

Exhibit 6.2. tabletitle

mai | create "John Doe", "john@dinc.cont, "Script status", "Upload
successful!'"; #create enmil nessage

Multi line messages and attachments

The mailaddline command is used to add an additional line to the message body that was created using the
mailcreate command. The mai | resul t predefined status flag is set to the predefined constant success if
the command compl eted successfully.

The syntax is

Exhibit 6.3. tabletitle

mai | addl i ne <addi tonal nessage |ine>;
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Some examples are

Exhibit 6.4. tabletitle

mai | create "John Doe", "john@dinc.con, "Script status", "Upload
successful!'"; #create email nessage
mai | addl i ne "addi ti onal nessage line"; #add an additional line to the

emai | nessage

The mailaddfile command is used to attach a file to the message body that was created using the mailcreate
command. Themai | resul t predefined status flag is set to the predefined constant success if the command
completed successfully.

The syntax is

Exhibit 6.5. tabletitle

mai | addfile <path to file to be attached>;

Some examples are

Exhibit 6.6. tabletitle

mai | create "John Doe", "john@dinc.cont, "Script status", "Upload
successful!'"; #create email nessage

mai l addfile "c:\\tenp\\status.txt"; #attach a file to the emai|l nmessage

Sending email

The mailsend command is used to send an email message that has been created using the mailcr eate command.
The same email message can be sent to multiple recipients by calling this command multiple times with the email
address of each recepient. The internet address of the mail server and the corresponding port number must be
specified in addition to the recipient's name and email address. In most cases, these values can be obtained from
your default email program. Thenmai | r esul t predefined status flag is set to the predefined constant success
if the command completed successfully.




Email notification

An optional username and password may also be supplied if the mail server requiresit. Many mail servers now
implicitly require users to authenticate before sending mail. In these cases, the username and password used to
read email from this server should be supplied.

The syntax is

Exhibit 6.7. tabletitle

mai | send <mail server address>, <server port>, <recipient nane>,
<recipient email> [, optional: <usernane>, <password>];

Some examples are

Exhibit 6.8. tabletitle

mai | send "mail . jdinc.coni, 25, "JimJones", "jj@]j.con, "usernane",
"pass"; #send emnil nessage

mai | send "mail . jdinc.coni, 25, "Joe Snmith", "js@s.conl', "usernane",
"pass"; #send sanme nessage to anot her reci pient
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Setting program exit codes

The setexitcode command sets an exit code for the program that is passed back to the command shell on program
termination. Thisis used to report error codes when running ftpshell scripts from the command line.

The syntax is

Exhibit 7.1. tabletitle

set exi t code <integer nunber>;

Some examples are

Exhibit 7.2. tabletitle

set exi t code 5;

Writing out error files

The section on reading and writing local files contains detailed information on opening and writing to afile.

An example for writing out an error fileis

Exhibit 7.3. tabletitle

fileopen wite, "c:\\errorlog.txt";
filewiteline "An error has occurred”;
fil ecl ose;

Email notifications

The section on email notification contains detailed information on creating and sending email.




Error reporting

An example for sending out an email is

Exhibit 7.4. tabletitle

mai | create "John Doe", "support@doe.con, "Script status regd.", "Failed
to upload file.";

mai | send "nmail . j doe. com', 25, "Joe Snith", "joe@s.conm', "usenane",
"passwor d";
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Working with timestamps

Generating timestamps

Thegettimestamp command is used to generate the current timestamp in YYY'Y MMDDhhmmssformat (Y =year,
M=month, D=day, h=hour, m=minute, s=second). The generated timestamp is copied to the user variable. The
predefined keywords incr and decr can be optionally used to generate timestamps for previous or future dates.
The predefined keywords second, minute, hour, day, week, month, and year are used to specify thetimeinterval
to adjust, while the interval count specifies the number of such intervals.

The syntax is

Exhibit 8.1. tabletitle

gettimestanp <user variable> [, optional: <keywords: incr, decr>,
<keywords: second, mnute, hour, day, week, nonth, year>, <interval
count >];

Some examples are

Exhibit 8.2. tabletitle

gettimestanp ~ny_tinestanp; #get current tinestanp

gettimestanp ~ny_tinestanp, decr, nonth, 2; #get a tinestanp that is 2
nmont hs ol d

gettimestanp ~ny_tinestanp, incr, day, 5; #get a tinestanp that is 5 days
in the future

Using timestamps

Timestamps or portions of timestamps are frequently added to file names. The following examples show how
time stamps can be appended to files and how file names can be searched for specific timestamps.
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Exhibit 8.3. tabletitle

gettimestanp ~ny_tinestanp; # generate current tinestanp

foreach $local _itemin @ocal _|ist begin

strprint ~new nane, ~nmy_tinmestanp, " ", $item nane; #prepend tinestanp
to file nanme
end

gettimestanp ~ny_tinmestanp, decr, day, 1; #generate tinestanp that is a
day old

foreach $local _itemin @ocal |ist begin
strprint ~search_nane, "*", ~ny_tinmestanp, "*"; #generate search string
if ~search_nane eq $l ocal item nane begin
#search for files with this tinmestanp as part of their fil enane
end
end
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Accessing system information

Reading environmental variables

The getenvvar command is used to access the values of environmental variables. The user variable receives the
value of the specified environmental variable string. Refer to the section on command line script parameters for
amethod to create and set program specific environmental variables from the command line.

The syntax is

Exhibit 9.1. tabletitle

get envvar <user variabl e> <environnent variable string>;

Anexampleis

Exhibit 9.2. tabletitle

getenvvar ~os_variable, "OS"; #get the value of the environnental variable
cs

Getting the local computer name

The getcompname command gets the name of the computer that the program is running on. The computer name
is copied to the specified user variable.

The syntax is

Exhibit 9.3. tabletitle

get conpnane <user vari abl e>;

Anexampleis
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Exhibit 9.4. tabletitle

get conpnane ~conp_nane; #get the nane of this conputer
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Running a script from the command line

An ftpshell script can be run from the command line using the -script switch.

Exhibit 10.1. tabletitle

get conpnane <user vari abl e>;

Specifying log files

The following switches are related to log file generation.

-logfile generate an output log file
-tslogfile generate a tine stanmped output log file
- append append to log file generated during previous run

(default is overwite)

-append <max file size> roll over the log file after the maximumfile
size specified in bytes

Some examples are

Exhibit 10.2. tabletitle

ftpshell -script "test.fscr" -tslogfile "test.|og" #generate a tine
stanped log file

ftpshell -script "test.fscr" -logfile "test.|log" -append 200000 #rol |l over
t he appended log file every 200000 bytes

Passing Environmental variables

The following switch enables environmental variables to be created and passed to the program.
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-set <environnent vari abl e>=<val ue> create and set an environnenta
vari abl e

Some examples are

Exhibit 10.3. tabletitle

ftpshell -script "run.fscr" -set PASSWORD="mypass" #create env variabl e
PASSWORD and set it to nypass

ftpshell -script "run.fscr" -set SERV_|P="121.122.12. 1" #pass env
vari abl e. Value can be extracted fromthe script using getenvvar
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